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CƻǊŜǎǘ /ƻƳƳŜǊŎƛŀƭ .ŀƴƪΩǎ Enhanced Mult-Factor Authentication 

New User Guide for Cash Management Setup and Use 

 

hƴŜ WǳƴŜ мΣ нлммΣ ƛƴ ƻǊŘŜǊ ǘƻ ōŜǘǘŜǊ ǇǊƻǘŜŎǘ ƻǳǊ ŎǳǎǘƻƳŜǊΩǎ ǇǊƛǾŀǘŜ ŦƛƴŀƴŎƛŀƭ ƛƴŦƻǊƳŀǘƛƻƴΣ CƻǊŜǎǘ /ƻƳƳŜǊŎƛŀƭ 

Bank is increasing security on its online banking platform.  The instructions included will help guide you 

through the setup and log in process.  Please note that not all screenshots will include exact phrasing.  

 

Logging In 
 The ID field appears on the login screen. 

Step 1: Enter Netteller ID and click Submit. 

Step 2: If this is your first visit after June 1, 2011, you will see a generic placeholder image.   

 Continue to Step 3. 

Returning user:  Verify watermark.  If the watermark is not the image you set up during your first visit to our site 

after June 1, 2011, or if there is no watermark, you should not continue, and should contact Forest Commercial 

Bank.  If the image is correct, enter your password, then click Submit.   

 

Step 3: (First time users only)  Browse using Prev and Next buttons, click on the desired image and click Submit.  From 

then on, you will see the selected image on the bottom of each screen in your online banking session and during 

subsequent logins.  

Note:  Water images can be changed any time by the user in the Options tab.  
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The selected watermark image will appear on the second screen and the customer will be prompted for their NetTeller 

password. 

     

     Cash Management  
 
Cash Users with full administration rights retains control of the watermark for the entire company  
NOTE:  All cash users see the same watermark image. 

Step 1:  Each CM User will need to enter their individual CM ID and Password. 

 

Establishing Security Questions 

 

Step 1: Click Continue. 

Step 2: Choose three (3) questions from drop-down option.  Each drop down menu offers ten (10) possible questions 

that are not offered in the other two drop-down boxes.  

 



Page 3 of 6 
 

 

Step 3:  Key in answers to selected questions. Answers are not case sensitive. A question which asks for a date as an 
answer will provide the format in which the user should enter that date. Click Submit.  
Step 4: You will see a confirmation screen (not shown). You can edit the questions and answers, or click Confirm to save 
them.  Once submitted, you cannot make modifications.   If you need to change your questions, you will need to contact 
Forest Commercial Bank to do so.  
Step 5: Message displays confirming settings have been saved.  
 

  
 

 

Establishing Call Back Numbers for Verification 
 
Immediately after confirming the Security Questions the user will be prompted to enter phone numbers.  
Step 1:  Enter valid contact phone number.  Click Submit. 

 
 

Step 2:  You will see a confirmation screen (not shown). You can edit the phone numbers, or click Confirm to save them.  

Once submitted, you cannot make modifications.  If your phone number changes, you will need to contact Forest 

Commercial Bank to modify this.  
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Step 3: A message will display confirming that your settings have been saved.  

 
 

Authenticating with Security Questions  
Step 1:   You will be presented with two (2) of the three (3) questions previously established.  

 
 
  

 

 

 

 

 

 

Step 2: Type in the answers.  Remember answers are not case sensitive.  Click Submit. 

Step 3:  Your online banking session continues.  

Failing the Challenge Questions  
 

If your answers do not match those originally provided, an error message displays. You will not be told which answer is 
incorrect. You have a total of three (3) chances to correctly answer the challenge questions. After three (3) invalid 
attempts, you will be blocked from the device where the failed authentication occurred.  Please contact FCB to have 
your account unblocked. 

 

 

  



Page 5 of 6 
 

Authenticating with Call Back Numbers  
 

You will first be presented with the Security Questions screen.  
Step 1: Select Optional Authorization.  
Step 2: Select one of the numbers previously established. Click Call Me.  

 

Step 3: Instructions for Call Back display.  You will need to have this information in sight in order to complete the call 
back verification process. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Once the call is answered, the following instructions are given over the phone: 
άIŜƭƭƻΦ  ¢Ƙƛǎ ƛǎ ȅƻǳǊ ŦƛƴŀƴŎƛŀƭ ƛƴǎǘƛǘǳǘƛƻƴΩǎ ǾŜǊƛŦƛŎŀǘƛƻƴ ǎŜǊǾƛŎŜΦ  LŦ ȅƻǳ ŀǊŜ ŜȄǇŜŎǘƛƴƎ ǘƘƛǎ ŎŀƭƭΣ ǇǊŜǎǎ  
ǘƘŜ ǇƻǳƴŘ ƪŜȅΦέ 

Press the pound key if you have initiated this verification process.  Then you will hear: 
 “¢ƻ ŀǳǘƘƻǊƛȊŜ ǘƘŜ όǇŀȅƳŜƴǘκŀŎǘƛǾƛǘȅύΣ ǇƭŜŀǎŜ ŜƴǘŜǊ ǘƘŜ ŎƻƴŦƛǊƳŀǘƛƻƴ ŎƻŘŜ ǘƘŀǘ ŎǳǊǊŜƴǘƭȅ ŀǇǇŜŀǊǎ ƻƴ ȅƻǳǊ ǎŎǊŜŜƴΦέ  

You will have three chances to input the number correctly.  Once you have done so, you will hear: 
ά¸ƻǳǊ ǊŜǉǳŜǎǘ Ƙŀǎ ōŜŜƴ ŀǳǘƘƻǊƛȊŜŘΦ Lƴ ŀ ŦŜǿ ƳƻƳŜƴǘǎ ȅƻǳ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘŜŘ ōŀŎƪ ǘƻ ȅƻǳǊ ŀŎŎƻǳƴǘΦ DƻƻŘōȅŜΦέ  

Step 4: Your online banking session continues.  
 
Note: You will see the page refresh every few seconds to keep the session active while the authentication process is 

underway.  
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Failing the Call Back Numbers 
 

If you do not answer the phone or if you enter the code incorrectly three times, an Information Message displays. You 
can initiate a total of three (3) phone calls to correctly pass the out-of-bound phone call authentication process. After 
three (3) failed calls, you can no longer attempt to authenticate with the Out-of-Bound Call Back option.  

                                                        
 
 
,  
 
 
 
 

 
 
 
 
 

You will be provided the option of answering the Security Questions, unless you have already failed that  
authentication method by entering three wrong answers. When both the question and phone call options are 
exhausted, the device on which the failures occurred becomes blocked.  Please contact FCB to have your account 
unblocked. 
 

 

 
 

 

 


