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Bank is increasing security on its online banking platform. The instructions included will help guide you
through the setup and log in process.le@se note that not all screenshots will include exact phrasing.

Logging In
The ID field appears on the login screen.
Step 1:Enter Netteller ID and click Submit.
Step 2 If this is your first visit after June 1, 2011, you will see a generic placeholder image.
Continue toStep 3
Returning user: Verify watermark. If the watermark is not the image you set up during your first visit to our site
after June 1, 2011, ortifiere is no watermark, you should not continue, and should contact Forest Commercial
Bank. If the image is correct, enter your password, then click Submit.

Login to NetTeller Enroll Test Browser Home

Click the links below for helpful information

Supported Browsers | Tips for Preventing Fraud

NetTeller ID

Step 3: (First time users onlyBrowse using Preand Next buttons, click on the desired image and click Submit. From
then on, you will see the selected image on the bottom of each screen in your online banking session and during
subsequent logins.

Note: Water images can be changed any time by the irs¢he Options tab.

Please verify your personal image!

Each time you log in please verify that the image on the left is the one you selected as your Personal Identification Image.

If you have not set up your Personal Identification Image, a random image will appear and you'll be prompted to select a new one when you log
in.

Personal Icon:

Current . ;
Image: Click to Select or Change your Image:
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Login to NetTeller Enroll Test Browser Home

Please verify your personal image!
Each time you log in please verify that the image on the left is the one you selected as your Personal Identification Image.

If you have not set up your Personal Identification Image, a random image will appear and you'll be prompted to select a new one
when you log in.

NetTeller ID  tokentest

NetTeller Password | Forgot vour password?

The selectedvatermark image will appear on the second screen and the customer will be prompted for their NetTeller
password.

Cash Management

Cash Users with full administration rights retains control of the watermark for the entire company
NOTE:AIl cash uses see the same watermark image

Step T Each CM User will need to enter their individual CM ID and Password.

Cash User Login

Cash Management ID

Cash Management Password

Establishing Security astions

Security Settings

New Security Feature!

In order to make your online banking experience as secure as possible, we are introducing a new security feature that detects any uncharacteristic of
unusual behavior involving your account. If anything out of the ordinary is detected we will verify your identity.

How Does It Work?
If we detect any unusual or uncharacteristic activity, we will ask you to answer your security questions to make sure that it's really you. This will most
likely be a very rare occurrence.

What Are The Next Steps?
+ Answer and verify three security questions;
+ Continue banking, with an even higher level of security!
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Step 1:Qick Continue.
Step 2:Choose three (3) questions from drdpwn option. Each drop down menu offers ten (10) possible questions
that are not offered in the other two dregown boxes.
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Verification Questions (required):

From now on we will monitor the login activity and transactions performed in your account, and if we suspect a high-risk transaction is about to be
performed we will ask you a few verification questions. Please take a moment to select one question from each of the three drop-down menus.

Challenge Questions (required):

Question One: |Select Question. .. D
Answer:

Question Two: | Select Question. .. D
Answer:

Question Three: | Select Question. . .

== 00

What is the first name of your eldest nephew/niece?
In which year did you meet your spouse (YYYY)?
What is your favorite fictional character?

Which high school did you attend?

What is the street name where you lived when you were 10 years old?
What was the make of your first car?

What is your nickname?

How old was your father when you were barn?

What is the first name of your spouse's youngest sibling?

What is the name of the hospital your oldest child was born in?

Answer:

Step 3 Key in answers to selected questionssiars are not case sensitive. A question which asks for a date as an
answer will provide the format in which the user should enter that date. Click Submit.

Step 4 You willsee a confirmation screen (not showlpu can dit the questions and answers, olick Confirm to save
them. Once submittedyou cannot make modificationsIf you need to change your questions, you will need to contact
Forest Commercial Bank to do so.

Step 5 Message displays confirming settings have been saved.

Security Settings

Security Settings have been saved.

Thank you for completing the setup of your verification information. Again, we will only ask you to answer the questions if we detect any unusual or
uncharacteristic activity. Click "Continue’ below to continue your session.

[=—]

EstablishingCall Back Numberdor Verification

Immediately after confirming th&ecurity Questionthe user will be prompted to enter phone numbers.
Step 1 Enter valid contact phone number. Click Submit.

Verification Phone Number(s):

Please set up at least one call-back verification phone number. Our monitoring system can contact you by phone if you choose to bypass answering
the verification questions.

Primary Call Back Settings (required):
Phone Type Area Code Phone Number
- D - - Ext. (optional)

Secondary Call Back Settings (optional):
Phone Type Area Code Phone Number

- D - - Ext. (optional)
- D - - Ext. (optional)
- [+] - - Ext. (optional)

Step 2: Youwill see a confirmation screen (not showlpu can dit the phone numbers, or click Confirm to save them.
Once submittedyou cannot make modifications. If your phone number changes, you will need to contact Forest
Commercial Bank to modify this.
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Step 3 A message will display confirming tlyatur settings have been saved.

Security Settings

Security Settings have been saved.

Thank you for completing the setup of your verification information. Again, we will only ask you to answer the questions if we detect any unusual or
uncharacteristic activity. Click "Continue’ below to continue your session.

[==]

Authenticating with Security Questions
Step I You will be presented with two (2) of the three (3) questions previously established.

Notice' 2 |

Our behavicral monttoring software has detected varation in your use pattermn. For your protection, we ask that you venfy your identity by
answering your personal questions below. Once verified, you will be directed to the page you requested. Answers are not case sensitive.

Challenge Questions:

Question One: What was your boss's first name at your first job?
Answer:

Question Two: What is the first name of your spouse’s youngest sibling?
Answer:

[ submie il Optionai Authorization

Step 2:Type in the answers. Remember answers are not case sensitive. Click Submit.
Step 3 Your online banking session continues.

Failing the Challenge Questions

If your answers do not match those originally provided, an error message displays. You béltolotwhich answer is
incorrect. You have a total of three (3) chances to correctly answer the challenge questions. After three (3) invalid
attempts, you will be blocked from the device where the failed authentication occurred. Please contact F@B to ha
your account unblocked.

- . Error! You have answered one or more of the verifications questions incorrectly. Please try again. |
O a e ez Answers are not case sensitive.

Notice!

Qur behavioral monitoring software has detected variation in your use pattern. For your protection, we ask that you verify your identity by
answering your personal questions below. Once verified, you will be directed to the page you requested. Answers are not case sensitive.

Challenge Questions:

Question One: What was your boss's first name zt your first job?
Answer: fafs

Question Two: What is the first name of vour spouse’s youngest sibling?
Answer: fa

m Opticnal Autherization
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Authenticating with Call Back Numbers

You will first be presented with the Security Questions screen.
Step 1 Select Optional Authorization.
Step 2 Select one of the numbers previously established. ClatkMe

Tdwenlity Verilicalios

We have detected a vanation in your use pattems...

Call Back Validation:

Please salect 3 phone number where you can be reached now,

) Mobile: 913-00(6195
O Home: 913-XXX1212
© Work: 513-10002434 (ext. 438100)

Once you select ‘Call Me' you should expect a call to the number you selected in 5-30 seconds. Please follow the on-sereen directions

Step 3 Instructions for Call Back display. You will need to have this information in sight in order to complete the call
back verification process.

Warification Fhone Number{s):
Notice:

We are now calling you at the number you have selected: 123-456-7890

When you receive the call:

1. Answer the phone

2. When prompted, press #

3. When prompted, enter the code: 1234

4. The next page will show automaticaly once confirmed

If you cannot receive a call at this number right now, click here to select another contact number.

Once the call is answered, the following instructions are given over the phone:
Gl Sttz2o CKAA A& @2dNJ FAYIFIYOAlLfT AyadAddziaAzyQa @SN
0KS Ll2dzyR 1Seé dé
Press the pound key if you have initiated this verification process. Then you will hear:
“¢2 dziK2NRT S GKS oLI e@YSyildkl OliAgAGeos L)X SrasS Syidst
You will have three chances to input the number correctly. Once you have done so, you will hear:
G, 2dzNJ NBljdzSaid KI a o058Yy d dziK2dAd StRid 4§ NB RSMSE @i SR ¢
Step 4 Your online banking session continues.

Note: You will see the page refresh every few seconds to keep the session active while the authentication process is
underway.
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Failing the Call Back Numbers

If you do not answer the phone or if you enter the code incorrectly three times, an Information Message displays. You
can initiate a total of three (3) phone calls to correctly pass theoddttound phone call authentication process. éft
three (3) failed calls, you can no longer attempt to authenticate with the@dBound Call Back option.

The call didn't complete as expected. Please try again.

Identity Verifwation

We have detected 3 vanation in your use pattermns..

Call Back Validation:
Please select 3 phone number where you can be reached now.

@ Mobile: 913006195
O Home: 91300003212
O Work: $13-X0x3434 (ext. 438100)

Once you select ‘Call Me” you should expect a call to the number you selected in 5-30 seconds. Please follow the on-sareen directions

You will be provided the option of answering the Security Questions, unless you have already failed that
authenticationmethod by entering three wrong answers. When both the question and phone call options are

exhausted, the device on which the failurescarred becomes blocked. Please contact FCB to have your account
unblocked.
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