&1 OAOO #1111 AOAEAIT " AHatiod Authénticaidnl A A A

New User Guide for Setup and Use
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Commercial Bank is increasing security on its online banking platform. The instrintionsd will
help guide you through the setup and log in process. Please note that not all screenshots will
include exact phrasing.

Logging In

The ID field appears on the login screen.
Step 1 Enter NetTeller ID andick Submit.
Step 2

9 If this is your first visit after June 1, 2011, you will see a generic placeholder image.
Continue to Step 3.

1 Returning usersVerify watermarklf the watermark is not the image you set up during
your first visit to our site aftejune 1, 2011, or if there is no watermark, you should not
continue and should contact Forest Commercial Bahthe imageis correct, enter your
password, then click SubmitDepending on a few factors, you may have now gained
access to your account, or you may proceed to answer security questions.

wWelcome to NetTeller!

NetTeller ID |

NetTeller ID
NetTeller Password Beset Password
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Step 3 (First time users onlyBrowse using Prev and Next buttons, click on the desired image and click
Submit From then onyouwill see the selected image on the bottom of each screeyour online

banking sessioand during subsequent logins.

Note: Watermark images can be changed any time by the user in the Options tab.

Persona! lcon:

Current

Image. bk to Select or Change your Image:

.l. - .

Establishing Security Questions

New Securily Foature!

In order to make
s ha

your online banking sxpeneance as secsrs as possible, we are mtroducing & Nnew securty feature that detects any undiaractenstic of
" unt. If anything out of the ordinary is detected we will verify yo daritst,

InCharactenstic activity, we will ask YOu tO aNswer your security guestions to make sure that it's really you. This will most

2 Danking, with an even higher level of securty

Step 1 ClickContinue.

Step 2 Chooséhree questions from droglown option. Each drop down menu offers 10 possible
guestions that are not offered ithe other two dropdown boxes
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Step 3:Key in answers to selected questions. Answers are not case sensitive. A qtrestesks for a
date as an answer will provide the format in whigfu should enter that date. Click Submit.

Step 4 Youwill see a cofirmation screen (not shown) ou can dit the questions and answers, or click
Confirm to save them. Once submittgau cannot make modificationsif you need to change your
guestions you will need to contact Forest Commercial Ban#dcso.

Step 5 Message displays confirming settings have been saved.

Security Settings

Security Settings have been saved.

Thank you for completing the setup of your verification information. Again, we will only ask you to answer the questions if we detect any unusual or
uncharacteristic activity. Click 'Continue’ below to continue your session.

(==

Establishing Call Back Numbers for Verification

Step 1 Enter validcontact phone numbers. Click Submit.

Verification Phone Number(s):

Please set up at least one cal-back verification phone number. Our monitoring system can contact you by phone if you choose to bypass answering
the verification questions.
Primary Call Back Settings (required):

Phone Type Area Code Phone Number

- [~] - - Ext. (optional)

Secondary Call Back Settings (optional):
Phone Type Area Code Phone Number

- D - - Ext. (optional)
- D - - Ext. (optional)
- [~] - - Ext. (optional)

=

Step 2 Youwill see a confirmation screen (not shownY.ou can dit the phone numbers, or click
confirm to save themOnce submittedyou cannot make modificationslf your phone number chams,
you will need to contact Forest Commercial Bank to modify this.

Step 3 A message witlisplayconfirming that you settings have been saved.

Security Settings

Security Settings have been saved.
Thank you for completing the setup of your venficabon mformatio
uncharactenstic activity. Click "Continue” below to continue your s

answer the quesbons F we detect any unusual or
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Authenticating with Security Questions

Step 1 You will bepresented with two of the three questions previously established.

Notice! a

Our behavicral monitoring software has detected vanation in your use pattern. For your protection, we ask that you venfy your identity by
answering your personal questions below. Once verified, you will be directed to the page you requested. Answers are not case sensitive,

Challenge Questions:

Question One: What was your boss's first name at your first job?
Answer:

Question Two: What is the first name of your spouse’s youngest sibling?
Answer:

[ submie il Optional Authorization

Step 2 Typein the answers. Remember answers aceg case sensitive. Click Submit.
Step 3 Your online bankingession continues.

Failing the Challenge Questions

If youranswers do not match those originally providaa error message displaygouwill not betold
whichansweris incorrect.You havea total of three(3) chances to correctly answer the challenge
guestions. After thre€3)invalid attempts you will beblocked from the device where the failed
authentication occurred Please contact FCB to have your account unblocked.

- _ Error! You have answered one or more of the verifications questions incorrectly. Please try again. ‘
O a e ez Answers are not case sensitive.

Notice!

Qur behavioral monitoring software has detected variation in your use pattern. For your protection, we ask that you verify your identity by
answering your personal questions below. Once verified, you will be directed to the page you requested. Answers are not case sensitive.

Challenge Questions:

Question One: What was your boss's first name zt your first job?
Answer: fafs

Question Two: What is the first name of your spouse's youngest sibling?
Answer: fa

m Opticnal Autherization
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Authenticating with  Call Back Numbers

Youwill first be pesented with the Security Questions screen.
Step 1 Select Optional Authorization.
Step 2 Select one of the numbers previously established. ClatkMe

Step 3 Ingructions for Call Back displayou will need to have this information in sight in order to
complete thecall back verification process.

Warification Fhone Number{s):
Notice:
We are now calling you at the number you have selected: 123-456-7890

When you receive the call:

1. Answer the phone

2. When prompted, press #

3. When prompted, enter the code: 1234

4. The next page will show automaticaly once confirmed

If you cannot receive a call at this number right now, chck here to select another contact number.

Once the call is answerette followinginstructions are given over the phone:
al Stt2o CKAA A& @2dz2NJ FAYIYOAILf AyadAddziazyQa
0KS Ll2dzyR 1 Seé o¢
Press the pound key if you have initiated this verification process. Then you will hear:
GTo authorize the (payment/activity), please enter the confirmation code that currently appears
2y &2dz2NJ aONBSy d¢
You will have three chances to input the number correctly. Once you have done so, you will hear:
aYour request has been authorized. In a few moments you will be redirected back to your
I 002dzyil® D22Ro&S d¢
Step 4 Your online bankingession continues.

Note: Youwill see the page refresh every few seconds to keep the session active while the
authentication process is underway.
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